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As state and local government agencies seek to improve mission services, 
they’re exploring smarter ways to modernize their enterprise IT —  
and weighing the benefits of by open-source applications, cloud-based 
services, professional and managed services.

This StateScoop report surveyed IT leaders at state, county, city and 
municipal agencies to explore their top motivators driving their IT 
modernization efforts and the challenges they continue to face.

NEXT-STEP 
STRATEGIES TO
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EXECUTIVE SUMMARY

When the pandemic hit and demand for state 
and local government services spiked, reality 
set in for most officials that the need for IT 
modernization was no longer a “nice-to-have” 
option, but a “must-have” requirement, in order 
to meet evolving mission needs. 

The question now is, how are state and local 
agencies prioritizing their IT modernization 
investment strategies?

In this new public sector survey of 197 
prequalified program leaders and IT decision 
makers at state, county, city and municipal 
agencies, StateScoop took a fresh look at 
where agencies see the greatest opportunities 
and obstacles for modernizing and improving 
IT operations that support mission services. 
Specifically, the study: 

• Explored which modernization tasks state 
and local agency executives are prioritizing 
most over the next two years and which 
approaches they’re favoring to accomplish 
them.

• Asked executives to assess the maturity of 
their agency’s cloud adoption strategies – 
and concerns about cloud lock-in and exit 
costs. 

• Examined perceptions around the use of 
open enterprise IT practices, which can 
provide greater flexibility and control in 
deploying IT workloads in a multi-cloud 
environment. 

• Gauged executives’ views on developing IT 
skills and the merits of turning to managed IT 
services over the next three years as a means 
of modernizing faster.
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While the findings reinforced the urgency state 
and local officials see in strengthening their 
security posture, upgrading legacy systems and 
automating business processes, it also revealed 
that IT leaders and program executives at times 
differ in their views about the best approaches 
to achieving modernization.   

KEY FINDINGS: 
 
Fastest ways to modernize  
State and local agency leaders cited multiple 
pathways to modernizing IT operations most 
quickly, including relying on:

• Cloud-based software services – 60%
• Agency IT staff, who know the systems – 57%
• Managed service providers – 44%
• Commercial open-source projects – 27%

However, the findings varied between agency 
executives and IT leaders: 71% of IT leaders 
believe cloud-based services offer a faster path

to modernization, compared to 51% of program 
executives. And 63% of IT leaders say relying 
on an agency’s own IT team, will facilitate 
modernization, compared to 51% of program 
executives.

Top IT modernization priorities  
State government respondents ranked 
improving security and governance (64%), 
upgrading existing legacy systems (52%) and 
automating business processes (42%) among 
their top 10 priorities for modernizing their IT 
operations.  

Respondents at local government agencies 
similarly ranked security (73%) and automation 
(49%) at the top of their list, but somewhat 
higher than their state counterparts. They also 
gave higher priority to deploying more mobile 
and web-friendly digital citizen services (40%) 
and identity and access management tools 
(28%) than did state respondents. 

 

EXECUTIVE SUMMARY
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Open enterprise IT strategy  
Seven in 10 respondents believe adopting an 
open enterprise IT strategy is important or very 
important to their modernization efforts, citing 
multiple reasons, including having the ability to:

• Control where applications and data sit in 
their cloud environment.

• Shift workloads to different cloud services to 
benefit from competition.

• Avoid vendor lock-in; reduce switching costs.
• More easily adopt a hybrid cloud strategy.

Executives, however, also cited multiple hurdles 
to adopting open enterprise strategies:

• State respondents cited a lack of sufficient 
staff and skills to manage IT solutions (52%) 
and concerns about controlling security (52%).

• Local government officials similarly cited staff 
and skills gaps (50%) but 48% also expressed 
concern that such a strategy will ultimately 
cost more to operate.

Narrowing the skills gap  
Agency and program executives and IT leaders 
differed in their view on how best to address 
the skills gaps they face to push modernization 
initiatives forward:

• IT leaders agreed more strongly than program 
executives (63% vs. 51%) that training to 
develop and deploy cloud-native applications, 
using microservices and containers, offers 
the best return on IT skills investment.

• In contrast, program executives believed 
more strongly than IT leaders (41% vs. 22%) 
that training to maintain legacy software 
applications offers the best return on 
investment (ROI) on IT skills investment.

EXECUTIVE SUMMARY
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Best cloud ROI strategies  
State agency respondents ranked software-as-
a-service equally with developing open APIs to 
integrate on-prem and cloud services (at 46%) 
as the cloud application development models 
offering the best ROI. That was followed by 
capitalizing on commercially supported open-
source software (44%) and to a lesser extent, 
developing open-source solutions internally.

Local agency respondents ranked software-as-
a-service higher (49%) that state respondents, 
but  fewer cited the development of APIs 
(36%) and the use of commercially supported 
open-source software (36%) for ROI potential, 
compared to their state counterparts.

Investing in managed IT services  
IT and agency leaders said their agencies 
are all investing to varying degrees on a 
combination of cloud-based software, platform, 
infrastructure, security and analytics services 
currently. 

But asked about their investment plans over 
the next three years, state agency respondents 
said their investments will increase most 
for infrastructure-as-a-service, while local 
agency respondents expect their investments 
will increase most for platform and security 
services.

EXECUTIVE SUMMARY



55

105

34% 

20% 

14% 

11% 

10% 

5%   

3%   

4%

92

StateScoop conducted an 
online survey of 197 prequalified 
IT decision makers from state, 
county, city or municipal 
government agencies 
about their enterprise IT 
modernization strategies to 
improve mission services.

The survey was conducted online  
in August 2021.

RESPONDENT BY SECTOR:

RESPONDENT BREAKOUT BY JOB TITLE:

STATE AGENCY 

PROGRAM / BUSINESS OFFICIAL

respondents respondents

(county, city or municipal)
LOCAL AGENCY 

EXECUTIVE-LEVEL DECISION MAKER (COO, CFO)

IT / SYSTEMS ADMINISTRATOR OR STAFF

CIO, CTO CDO

IT INFLUENCER

IT SECURITY MANAGER OR STAFF

IT ACQUISITIONS MANAGER OR STAFF

OTHER  
(innovation, software development, application management, elected officials, etc.)

WHO WE SURVEYED
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Executive-level and program 
/ business officials see things 
differently from IT leaders 
(CIOs, CTOs, CDOs and IT 
managers):

71% of IT leaders say relying on 
cloud-based software services 
offers a faster strategy to 
modernize compared to 51% of 
program executives.

63% of IT leaders say relying 
on an agency’s own IT team, 
who know their systems, offers 
a faster path modernize IT 
operations, vs. 51% of program 
executives. 

Which approaches will likely help your organization  
modernize its IT operations most quickly? (Select up to 4)    

POINTS OF VIEWS VARY

CLOUD-BASED SOFTWARE SERVICES 60%

AGENCY’S OWN IT TEAMS WHO KNOW THEIR SYSTEMS 57%

MANAGED SERVICES PROVIDERS 44%

COMMERCIALLY-SUPPORTED OPEN-SOURCE PROJECTS 27%

PROPRIETARY SOFTWARE 23%

COMMUNITY-SUPPORTED OPEN-SOURCE PROJECTS 20%

IT MODERNIZATION STRATEGIES // ALL RESPONDENTS

OTHER: 2% BASE: 197

6
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What are your agency’s top priorities to modernize its IT operations over the next 1-2 years?  
(Select up to 6)    

IT MODERNIZATION PRIORITIES // STATE VS. LOCAL GOVERNMENT 

BASE: 92
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IMPROVE SECURITY AND GOVERNANCE
64%

52%

42%

40%

39%

31%

23%

22%

15%

13%

73%

40%

49%

41%

23%

30%

28%

16%

11%

8%

SHIFT FROM ON-PREM TO CLOUD-BASED INFRASTRUCTURE

AUTOMATE BUSINESS PROCESSES

DEPLOY CENTRALIZED IAM

INCREASE USE OF CONTAINERS AND MICROSERVICES

UPGRADE EXISTING LEGACY SYSTEMS

SHIFT FROM ON-PREM TO CLOUD-BASED APPS

RATIONALIZE APPS

DEPLOY MORE MOBILE / WEB-FRIENDLY DIGITAL CITIZEN SERVICES

CONNECT SILOED IT SYSTEMS OTHER: 2%

OTHER: 2%

BASE: 105

STATE  
GOVERNMENT

LOCAL 
GOVERNMENT
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How mature is your agency’s cloud adoption strategy?  
(Based on the Open Alliance for Cloud Adoption’s Cloud Maturity Model)

CLOUD ADOPTION MATURITY LEVEL // STATE VS. LOCAL

BASE: 92

8

STAGE 1 | ANALYSIS:  
THE ORGANIZATION IS MAPPING AND ANALYZING CLOUD  
APPROACHES FOR EXISTING SYSTEMS AND SERVICES

STAGE 2 | MIGRATION:   
A CLOUD APPROACH HAS BEEN ADOPTED AND THE  
ORGANIZATION IS APPLYING IT OPPORTUNISTICALLY

STAGE 3 | EXPANSION:  
THE ORGANIZATION IS ADOPTING TOOLING AND INTEGRATION 
FOR AUTOMATION CLOUD USAGE

STAGE 4 | OPTIMIZATION:  
CLOUD-ENABLED APPS ARE DEPLOYED ACCORDING TO BUSINESS 
REQUIREMENTS ON PUBLIC, PRIVATE AND HYBRID CLOUDS

28%

35%

14%

10%

26%

30%

20%

10%

I DON’T KNOW: 13%

I DON’T KNOW: 14%

BASE: 105

STATE  
GOVERNMENT

LOCAL 
GOVERNMENT
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How concerned are you or your leaders about your organizations getting locked into
a single cloud provider?

RISKS TO SINGLE CLOUD PROVIDER LOCK-IN // STATE VS. LOCAL

BASE: 92

BASE: 105
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STATE 

LOCAL

VERY 
CONCERNED

13%

14%

22%

20%

27%

35%

11%

10%

18%

14%

9%

8%

NOT  
CONCERNED

OtherNeutralVery Concerned Concerned Somewhat Concerned Not Concerned
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Has your organization factored in exit costs into its cloud strategy?

CLOUD EXIT COSTS  // STATE VS. LOCAL

BASE: 92

BASE: 105

10

STATE 

LOCAL

41%

27%

30%

38%

29%

35%

I Don’t KnowNoYes
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How important do you believe it is to adopt an open enterprise IT strategy — where the organization  
can move its software layer across on-premises, multiple-cloud and edge platforms?

ADOPTING AN OPEN ENTERPRISE IT STRATEGY // STATE VS. LOCAL

BASE: 92

BASE: 105
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STATE 

LOCAL

VERY  
IMPORTANT

27%

20%

44%

47%

21%

15%

4%

12%

1%

2%

4%

4%

NOT  
IMPORTANT

I Don’t KnowNeutralVery Important Important Somewhat Important Not Important
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What are the primary motivators to adopting an open  
enterprise IT strategy? (Select up to 5)    

ADOPTING AN OPEN ENTERPRISE IT STRATEGY // STATE VS. LOCAL

12

THE ABILITY TO CONTROL WHERE MY APPLICATIONS AND DATA SIT 
IN A CLOUD ENVIRONMENT 58%

55%

47%

40%

29%

40%

28%

58%

42%

46%

45%

24%

45%

14%

MORE EASILY ADOPT A HYBRID CLOUD STRATEGY

THE ABILITY TO AVOID VENDOR LOCK-IN WITH PROPRIETARY SOLUTIONS

THE ABILITY TO ADOPT CONTAINERS AND MICROSERVICES  
(LIKE KUBERNETES)

THE FLEXIBILITY TO SHIFT CLOUD AND AS-A-SERVICE PROVIDERS TO 
BENEFIT FROM COMPETITIVE SOLUTIONS AND SERVICES

TO ADOPT CLOUD COMPUTING AT SCALE

THE ABILITY TO REDUCE THE COSTS OF SWITCHING CLOUD-PROVIDERS

OTHER: 2%
BASE: 105

Executive-level and program 
/ business officials see things 
differently from IT leaders 
(CIOs, CTOs, CDOs and  
IT managers):

IT Leaders agree more 
strongly than program 
executives (32% vs. 21%) that 
“adopting cloud computing at 
scale” is a primary motivation 
for adopting an open 
enterprise IT strategy.

And so are “adopting 
containers and microservices” 
(31% vs. 13%).

POINTS OF VIEWS VARY

STATE 

LOCAL
OTHER: 3%
BASE: 92
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What are the biggest obstacles to adopting an open enterprise IT strategy?   
(Select up to 3)    

ADOPTING AN OPEN ENTERPRISE IT STRATEGY // STATE VS. LOCAL

BASE: 92

13

LACK OF SUFFICIENT STAFF / SKILLS TO MANAGE IT SOLUTIONS

36%

52%

31%

19%

40%
40%

26%

25%

52%

48%

50%

39%

LACK OF UNDERSTANDING OF OPEN-SOURCE IT SOLUTIONS

CONCERN THAT IT WILL ULTIMATELY COST MORE TO OPERATE

CONCERNS ABOUT MAINTAINING SECURITY CONTROLS

LACK OF EXECUTIVE SUPPORT

COMPLEXITY OF EXISTING SYSTEMS

OTHER: 1%

OTHER: 3%

BASE: 105

STATE  
GOVERNMENT

LOCAL 
GOVERNMENT
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Which of the following models are most important to deliver the best long-term return
on investment for your cloud-native application strategies? (Select up to 3)

CLOUD-NATIVE APP STRATEGIES // STATE VS. LOCAL

14

BASE: 92

OTHER: 1%
I DON’T KNOW: 13%

OTHER: 1%
I DON’T KNOW: 18%

BASE: 105

STATE GOVERNMENT LOCAL GOVERNMENT

1

2

3

4

1

2

3

4

Developing open APIs to integrate disparate on-prem 
and cloud services  
46%

Developing open APIs to integrate disparate on-prem 
and cloud services  
36%

Software-as-a-Service  
46%

Software-as-a-Service  
49%

Commercially supported open-source software  
44%

Commercially supported open-source software  
36%

Developing your own open-source solutions  
27%

Developing your own open-source solutions  
16%
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IT leaders agree more strongly 
than program executives 
(63% vs. 51%) that training 
to develop/deploy cloud-
native applications using 
microservices/containers, 
offers the best return on IT 
skills investment.

In contrast, program 
executives believe more 
strongly than IT leaders 
(41% vs. 22%) that training 
to maintain legacy software 
applications offers the best 
return on IT skills investment.

POINTS OF VIEWS VARYWhich of the following models are most important to deliver the best 
long-term return on investment for your cloud-native application 
strategies? (Select up to 3)

IT SKILLS ACQUISITION / DEV STRATEGIES // STATE VS. LOCAL

15

BASE: 92OTHER: 1% OTHER: 1%BASE: 105

STATE GOVERNMENT LOCAL GOVERNMENT

1

2

3

4

1

2

3

4

On automation (i.e. workloads,  
machine learning, infrastructure,  
processes, etc.) | 53%

To develop / deploy cloud-native 
applications using microservices and 
containers | 51%

To develop / deploy cloud-native  
applications using microservices  
and containers | 62%

On automation (i.e. workloads,  
machine learning, infrastructure, 
processes, etc.) | 55%

To develop / deploy on-premises  
applications | 44%

To develop / deploy on-premises  
applications | 41%

To maintaining legacy software  
applications | 36%

To maintaining legacy software 
applications | 28%
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Which types of managed IT services is your agency/organization currently investing in — and where  
will it likely increase its investment over the next 3 years — for its enterprise IT environment?  
(Select all that apply)

MANAGED IT SERVICES INVESTMENT OUTLOOK  // STATE GOVERNMENT

BASE: 105
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46%

43%

39%

30%

37%

45%

47%

42%

31%

50%

I DON’T KNOW 14%
I DON’T KNOW 13%

OTHER 1%
OTHER 0%

INFRASTRUCTURE 
AS-A-SERVICE

PLATFORM 
AS-A-SERVICE

ANALYTICS 
AS-A-SERVICE

SOFTWARE 
AS-A-SERVICE

SECURITY 
AS-A-SERVICE

STATE GOVERNMENT In 3 YearsCurrently
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Which types of managed IT services is your agency/organization currently investing in — and where  
will it likely increase its investment over the next 3 years — for its enterprise IT environment?  
(Select all that apply)

MANAGED IT SERVICES INVESTMENT OUTLOOK  // LOCAL GOVERNMENT

BASE: 105

17

58%

33%

23%

21%

29%

47%

18%

41%

26%

29%

I DON’T KNOW 17%
I DON’T KNOW 21%

OTHER 2%
OTHER 3%

In 3 YearsCurrentlyLOCAL GOVERNMENT

INFRASTRUCTURE 
AS-A-SERVICE

PLATFORM 
AS-A-SERVICE

ANALYTICS 
AS-A-SERVICE

SOFTWARE 
AS-A-SERVICE

SECURITY 
AS-A-SERVICE
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Which types of managed IT services is your agency/organization currently investing in — and where  
will it likely increase its investment over the next 3 years — for its enterprise IT environment?  
(Select all that apply)

MANAGED IT SERVICES INVESTMENT OUTLOOK  // GOV EXECS VS. IT LEADERS

BASE: 92

38%

44%

26%

25%

34%

54%

44%

37%

33%

49%

I DON’T KNOW 21%
I DON’T KNOW 12%

OTHER 1%
OTHER 12%

IT LeadersProgram ExecutivesOUTLOOK IN 3 YEARS

INFRASTRUCTURE 
AS-A-SERVICE

PLATFORM 
AS-A-SERVICE

ANALYTICS 
AS-A-SERVICE

SOFTWARE 
AS-A-SERVICE

SECURITY 
AS-A-SERVICE



19

CONCLUSIONS

Rise of open enterprise IT  
With roughly 3 in 4 state and local government 
IT officials reporting their agency is now using, 
expanding and/or optimizing cloud-enabled 
applications, it is significant that an equal 
proportion also believe it’s important to adopt 
an open enterprise IT strategy — to reduce 
cloud vendor lock-in, exit costs and the friction 
of moving applications across a hybrid cloud 
environment.

Parallel development paths 
Agency respondents believe the fastest way 
forward to modernization involves parallel paths 
— using roughly equal measures of cloud-based 
software services and inhouse IT teams familiar 
with agency systems. But they also expect 
to combine those efforts with support from 
managed services providers and greater reliance 
on open-source microservices.

Overcoming skills deficits 
In the face of rapidly evolving IT needs and a 
shortage of talent, agencies are shifting their 
investment strategies over the next three 
years toward a greater reliance on managed IT 
services across the stack, from infrastructure, to 
software, to security, to analytics.

Seeing eye-to-eye 
Program executives aren’t always seeing the 
value that IT leaders see in developing cloud-
native applications, APIs and microservices, 
or the need to acquire more modern skills to 
develop and deploy them. It appears industry 
and IT leaders need to do a better job helping 
program executives see the ROI, and speed to 
mission, that more modern tools can deliver.



StateScoop is the leading media brand in the state and 
local government market. With more than 2.3 million 
monthly unique engagements and 187,000 daily newsletter 
subscribers, StateScoop brings together IT leaders 
and innovators from across government, academia and 
industry to exchange best practices and identify ways to 
improve state and city government. reports on news and 
events impacting technology decisions in state and local 
government. With our website, newsletter and events, we’ve 
become the community’s go-to platform for education and 
collaboration.
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