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Introduction

As the complexity of cyber-attacks continues to evolve and their frequency 
increases, public sector organizations should consider a defense-in-depth approach 
to protect, prevent, detect, respond to, and recover from external and internal 
attacks. Defense-in-depth applies layers of controls and mitigations to systems 
and networks, providing redundancy and reducing the likelihood of a successful 
cyber-attack or a single point of failure.
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The defense-in-depth approach to cybersecurity helps protect the confidentiality, 
integrity, and availability of the network and the data within it. When successful, this 
approach significantly bolsters network security against many attack vectors. 

↑ CIS Defense-in-depth Model
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The CIS Controls and  
Defense-in-Depth

The CIS Controls® are a prioritized set of actions that collectively form a defense-in-
depth set of best practices that mitigate the most common attacks against systems 
and networks. Developed by a consensus-based community of cybersecurity 
experts, the CIS Controls can help you determine how to best allocate security 
resources to improve your organization’s cyber hygiene.

The CIS Controls are organized into three Implementation Groups (IGs) containing 
Safeguards that provide a prioritized path to gradually improve an organization’s 
cybersecurity posture. An organization can determine which IG they belong to by 
looking at the sensitivity of the data they need to protect and the resources they can 
dedicate towards IT and cybersecurity.

The CIS Community Defense Model v1.0 (CDM) puts all three IGs into perspective, 
bringing more rigor, analytics, and transparency to the security recommendations 
found in the CIS Controls.

The CDM shows that the CIS Controls (IG1, IG2, and IG3) are effective at mitigating 
approximately 83% of the enterprise attack techniques in the MITRE ATT&CK® 
Framework, and more specifically 90% of the ransomware ATT&CK Techniques 
identified in the framework.

While most security frameworks list all the things organizations should do to 
improve their security, the CIS Controls tell you what is critical to do and, even more 
important, how to do it. They translate cyber threat information into action, giving 
enterprises an executable plan to defend themselves against the most common and 
important attacks.

 → Download the CIS Controls 

https://www.cisecurity.org/white-papers/cis-community-defense-model/
https://learn.cisecurity.org/cis-controls-download
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How to Improve Your 
Organization’s Cybersecurity
This guide will walk you through seven ways to improve your organization’s cyber 
defense program. It starts with the all-important inventory, then covers six key 
cybersecurity services that can help.

1 Scope It Out

An organization can only defend what is known. Accordingly, the first step to 
developing a successful cybersecurity program is to identify the critical systems and 
data that IT teams are responsible for securing. Document all hardware and software 
applications, including workstations, operating systems, mail servers, print devices, 
and cloud environments. Then, map the data flow in your environment to understand 
where sensitive information is located. This can help you prioritize security resources 
in the areas that need protection most and help to identify your most critical assets. 

Identifying and reducing the number of unmanaged devices reduces the risk of intro-
ducing unexpected threats. Taking stock of any assets that are unmanaged versus 
managed allows teams to effectively implement additional security controls that will 
prevent most cyber-attacks. These include:

 • Application allow-listing technologies to prevent malware and the use of unwanted 
applications

 • Implementing security policies to harden deployed systems and software

 • Keeping software up-to-date for the life of the system

Establishing and maintaining visibility is critical for responding to threats and 
bolstering your organization’s cyber defenses.

2 Block Malicious Activity

Once an organization has identified all critical assets, it’s time to work on host 
system and application defense. Public sector organizations have access to two main 
resources that can help them through this process: the CIS Benchmarks™ and the 
Malicious Domain Blocking and Reporting (MDBR) service.

The CIS Benchmarks are best practices for secure configuration of target systems. 
There are currently 100+ CIS Benchmarks across more than 25 vendor product 
families that help safeguard systems against today’s evolving cyber threats. 

 → Download the CIS Benchmarks

In just the first five weeks 
of service, the MDBR 
service blocked 10 million 
malicious requests from 
more than 300 entities.

https://learn.cisecurity.org/benchmarks
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MDBR technology prevents IT systems from connecting to harmful web domains, 
helping limit infections related to known malware, ransomware, phishing, and other 
cyber threats.

The MDBR service uses Akamai’s Enterprise Threat Protector (ETP) carrier-grade 
recursive Domain Name System (DNS) service, which is built on the global Akamai 
Intelligent Edge Platform. The Akamai Intelligent Edge Platform delivers up to 2.2 
trillion DNS queries daily.
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This is a fully-managed proactive domain security service. Once an organization 
points its DNS requests to Akamai’s DNS server IP addresses, every DNS lookup will 
be compared against a list of known and suspected malicious domains. Attempts to 
access known malicious domains associated with cyber threats will be blocked and 
logged.

The logged data is then provided by Akamai to CIS’s Security Operations Center 
(SOC). The SOC uses this data to perform detailed analysis and aggregate reporting 
for the benefit of U.S. State, Local, Tribal, and Territorial (SLTT) government entities, 
as well as organization-specific reporting and intelligence services. If circumstances 
require, remediation assistance is provided for each SLTT organization that imple-
ments the service.

 → Sign up for MDBR

MDBR Secure DNS 
Reporting Model ↓

https://mdbr.cisecurity.org/
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3 Scan for Vulnerabilities

To understand your organization’s current security posture, a vulnerability assess-
ment can be orchestrated across your network to help discover existing security 
gaps. This process will assist in determining those critical assets and systems that 
require remediation. You should also conduct a vulnerability assessment of any web 
applications your organization manages. This is not a one-time process; vulner-
abilities are identified continuously and your monitoring should reflect a specific, 
repeatable schedule. 

When conducted by cybersecurity experts, vulnerability assessments can:

 • Help you prioritize remediation steps

 • Offer customized reporting features

 • Manually verify assessment results

 • Assist in meeting PCI DSS, HIPAA, and other compliance regulations

A professional vulnerability assessment will determine assessment scope, provide 
the methodologies used in the evaluation, and offer a detailed report with suggested 
remediation steps.

 → Learn more about CIS Vulnerability Assessment Services

4 Defend Your Data

Once critical assets have been identified and host system and application defenses 
have been implemented, it’s time to focus on data protection. 

Many organizations’ networks are already protected by cybersecurity technologies. 
While technology plays an important role in protecting organizations, it is only one 
layer of the defense-in-depth strategy. Simply stated, technology alone isn’t enough.

Committing to the next step in cybersecurity means continuous monitoring and 
following through with expert analysis. This means actual, human attention on the 
activity identified as potentially malicious or anomalous by these devices. CIS’s 
24x7x365 SOC leverages two decades of experience in meeting the cybersecurity 
needs of SLTT government entities to deliver a full-scope Managed Security Services 
(MSS) offering that is tailored to unique security needs.

With CIS’s MSS, organizations receive log and security event monitoring and 
analysis of existing devices including, but not limited to: intrusion detection systems, 
intrusion prevention systems, firewalls, switches, routers, servers, endpoints, and 
web proxies.

 → Learn more about CIS Managed Security Services

VULNERABILITY 
ASSESSMENT IN ACTION

In one vulnerability 
assessment conducted by 
CIS, multiple serious flaws 
were discovered in scanned 
web applications and network 
devices. These included 
multiple Cross-Site-Scripting, 
SQL Injection, and File Upload 
vulnerabilities that were 
manually verified, and out-of-
date router software that 
was potentially vulnerable 
to remote code execution.

https://www.cisecurity.org/services/vulnerability-assessments/
https://www.cisecurity.org/services/managed-security-services-mss/
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5 Monitor Your Network

Now that the first three components have been addressed, it’s time to expand your 
focus to your network.

Attackers rely on poor security logging practices to sneak into systems and 
remain there, undetected. From there, they may introduce malware, implement a 
ransomware campaign, or escalate privileges to access more critical machines on 
the network. Quickly identifying and mitigating malicious activity on a network is key 
to defending against cyber-attacks. Organizations can do that with the help of Albert 
Network Monitoring and Management. 

Implementing an Intrusion Detection System (IDS) like Albert to monitor for 
known malicious signatures, or patterns, will help strengthen your cyber defense 
program. Albert compares your organization’s traffic to known malicious activity by 
cybercriminals and alerts you when a match is found. Albert also provides a NetFlow 
record, which is a summary of data exchange between two systems. This record can 
assist in the discovery of unusual traffic patterns or other suspicious behavior on the 
network.

Albert Network Monitoring and Management evaluates threats and notifies users 
of any danger in four simple steps. First, Albert detects a signature match. Then, an 
alert is sent to the SOC. Next, an analysis is conducted by expert analysts. Finally, if a 
valid threat is found, an event notification is sent. False positives are suppressed and 
only actual threats are escalated. 

MSS Monitored
Device Alert/Event

SOC Analyst
Intervention

ELIMINATE FALSE POSITIVES 

SLTT Member
Notification

ISAC
SIEM

This type of network monitoring helps identify cyber-attacks that lead to data 
exfiltration, malware, and more. As a turnkey solution, Albert helps save time and 
resources and CIS effectively becomes an extension of your IT security team. 

 → Learn more about Albert Network Monitoring and Management

Notification Cycle →

https://www.cisecurity.org/services/albert-network-monitoring/


Public Sector Cyber Defense Guide Page 7

6 Train the Team

Cybersecurity is a team sport — a single compromised machine or click on a mali-
cious email can cause massive data breaches or theft of intellectual property. That’s 
why everyone needs a basic degree of security education and awareness training. 
User awareness training is key to a holistic approach to security. It’s just as important 
to implement procedures for handling a suspicious email as it is to implement a 
firewall or implement cyber hygiene. Remember that having a security policy is one 
thing — but communicating it clearly and regularly will lead to real adoption by your 
organization.

CIS CyberMarket® is CIS’s collaborative purchasing program. It provides SLTTs, 
nonprofit entities, and public health and education institutions with cost-effective 
group procurement of training programs, software, and services. Significant 
discounts are available. For more information visit CIS CyberMarket.

Phishing attacks are one of the most common and successful techniques used by 
cybercriminals, so it is important to train employees on how to spot a suspicious 
email. Users should know to never download a file or click on a link from an unfamil-
iar source. Put your staff to the test by checking to see if they fall for the trap of a faux 
phishing email. Use it as an educational opportunity to remind them of the dangers 
of clicking before they think.

 → Learn more about CIS Social Engineering – Phishing

7 Put Your Cyber Defenses to the Test

When you think you’ve got a handle on your security program, it’s time for a pene-
tration test. Penetration tests or “red team” exercises provide a clear assessment of 
your organization’s cybersecurity policies, processes, and defenses. 

When conducted by trained professionals, a penetration test can reveal weaknesses 
in security control implementation and additional cyber risks. Using a combination of 
automated tools and manual techniques, penetration testers identify critical flaws in 
your security program. 

Penetration testing brings it all together by testing your defenses and identifying 
security gaps. Using real-world attack techniques, you can better train your team in 
responding to incidents when they happen. Knowing what a real attack will look like 
gives your teams a chance to test processes, controls, and configurations. It will also 
help identify risks you might not otherwise discover

 → Learn more about CIS Penetration Testing

SOCIAL ENGINEERING 
IN ACTION

In one phishing engagement, 
CIS found that 69% of the 
new-hire targets were 
susceptible to opening and 
clicking a phishing email, and 
62% submitted credentials 
to a spoofed login form.

PENETRATION TESTING 
IN ACTION 

During a CIS network 
penetration test, a system 
was discovered that allowed 
for authentication with 
default vendor credentials. 
It was discovered that the 
system controlled multiple 
local TV stations, including a 
youth-oriented channel, and 
it was possible to delete or 
stop any scheduled media 
broadcast, as well as upload 
custom material to be played.

https://www.cisecurity.org/services/cis-cybermarket/
https://www.cisecurity.org/services/social-engineering-phishing/
https://www.cisecurity.org/services/penetration-testing/
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Is It Working?

Using a cybersecurity assessment tool based on proven best practices will highlight 
the areas where your organization’s security controls are lacking and allow you to 
build a more resilient, robust defense program.

A method to measure your improvements is the CIS Controls Self Assessment Tool, 
or CIS CSAT Pro. This resource helps organizations track implementation of the CIS 
Controls. It provides reporting to demonstrate incremental improvement over time. 

CIS CSAT Pro is available exclusively for CIS SecureSuite® Members. Membership is 
available at no cost to all U.S. SLTTs.

 → Learn more about CIS CSAT Pro

Conclusion

Implementing and assessing a defense-in-depth security program is no easy feat. 
CIS is here to help, from getting you onboard with public sector-specific resources to 
providing services to help improve your defenses. Contact services@cisecurity.org to 
get started. 

https://www.cisecurity.org/cis-securesuite/
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat/
mailto:services%40cisecurity.org?subject=
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Services to Help  
Improve Cyber Defenses
Multi-State Information 
Sharing and Analysis 
Center (MS-ISAC)

No-cost membership offering focused cyber threat prevention, protection, response, 
and recovery. Learn More

Malicious Domain 
Blocking and 
Reporting (MDBR)

No-cost technology prevents IT systems from connecting to harmful web domains. 
Available for U.S. State, Local, Tribal, and Territorial (SLTT) government organizations 
and private hospitals. Learn More

Vulnerability and Risk 
Management Services

Network and web application vulnerability assessment and remediation tracking. 
Learn More

Managed Security 
Services (MSS)

Expert analysis and auditing of firewalls, routers, endpoints, servers, and more. 
Available for U.S. State, Local, Tribal, and Territorial (SLTT) government organizations. 
Learn More

Albert Network 
Monitoring and 
Management

Cost-effective Intrusion Detection System (IDS) with 24x7x365 cybersecurity 
monitoring. Available for U.S. State, Local, Tribal, and Territorial (SLTT) government 
organizations. Learn More

Digital Forensics and 
Incident Response 
(DFIR)

CIS offers DFIR services to MS-ISAC and EI-ISAC members at no cost. Services 
include: providing host and network forensics; understanding the root cause of a 
compromise; investigating insider threat activity; analyzing malware; and providing 
recommendations for remediating a cyber-attack. Learn More

Social Engineering –  
Phishing

Customizable phishing engagements with detailed reports and recommendations. 
Learn More

Penetration Testing Network and web application testing services simulate a real-world cyber-attack. 
Learn More

CIS CyberMarket Training programs, software, and services made available at a discount. Learn More

CIS SecureSuite 
Membership

Access to multiple cybersecurity resources including CIS Benchmarks and CIS 
Controls, and related tooling for assessment such as CIS-CAT Pro and CIS CSAT Pro. 
Membership is available at no cost to all U.S. SLTTs. Learn More

https://www.cisecurity.org/ms-isac/
https://www.cisecurity.org/ms-isac/services/mdbr/
https://www.cisecurity.org/services/vulnerability-assessments/
https://www.cisecurity.org/services/managed-security-services-mss/
https://www.cisecurity.org/services/albert-network-monitoring/
https://www.cisecurity.org/isac/report-an-incident/
https://www.cisecurity.org/services/social-engineering-phishing/
https://www.cisecurity.org/services/penetration-testing/
https://www.cisecurity.org/services/cis-cybermarket/
https://www.cisecurity.org/cis-securesuite/
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About CIS The Center for Internet Security, Inc. (CIS®) makes the connected world a safer place 
for people, businesses, and governments through our core competencies of collabo-
ration and innovation. We are a community-driven nonprofit, responsible for the CIS 
Controls® and CIS Benchmarks™, globally recognized best practices for securing IT 
systems and data. We lead a global community of IT professionals to continuously 
evolve these standards and provide products and services to proactively safeguard 
against emerging threats. Our CIS Hardened Images® provide secure, on-demand, 
scalable computing environments in the cloud.

To learn more, visit CISecurity.org or follow us on Twitter: @CISecurity.

About MS-ISAC The Multi-State Information Sharing and Analysis Center® (MS-ISAC®) has been 
designated by the Cybersecurity & Infrastructure Security Agency (CISA) as the key 
resource for cyber threat prevention, protection, response, and recovery for all U.S. 
State, Local, Tribal, and Territorial (SLTT) governments. The mission of the MS-ISAC 
is to improve the overall cybersecurity posture of the nation’s SLTT governments 
through coordination, collaboration, cooperation, and increased communication. The 
MS-ISAC is a division of the Center for Internet Security® (CIS®), a 501(c)(3) nonprofit.

Visit https://www.cisecurity.org/ms-isac/ or info@msisac.org for more information.

About EI-ISAC The Elections Infrastructure Information Sharing and Analysis Center® (EI-ISAC®) 
works in support of the Cybersecurity & Infrastructure Security Agency (CISA) 
to provide election offices an election-focused cyber defense suite, including 
sector-specific threat intelligence products, incident response, threat and vulnera-
bility monitoring, cybersecurity awareness, and tools for implementing security best 
practices. The mission of the EI-ISAC is to improve the overall cybersecurity posture 
of all U.S. SLTT election offices through collaboration and information sharing. The 
EI-ISAC is a division of the Center for Internet Security® (CIS®), a 501(c)(3) nonprofit.

Visit www.cisecurity.org/elections or elections@cisecurity.org for more information.

https://www.cisecurity.org/
https://twitter.com/CISecurity
https://www.cisecurity.org/ms-isac/
http://info@msisac.org
http://www.cisecurity.org/elections
http://elections@cisecurity.org


The Center for Internet Security, Inc. (CIS®) makes the 
connected world a safer place for people, businesses, 
and governments through our core competencies of 
collaboration and innovation. We are a community-
driven nonprofit, responsible for the CIS Controls® and 
CIS Benchmarks™, globally recognized best practices 
for securing IT systems and data. We lead a global 
community of IT professionals to continuously evolve 
these standards and provide products and services to 
proactively safeguard against emerging threats. Our CIS 
Hardened Images® provide secure, on-demand, scalable 
computing environments in the cloud.

CIS is home to the Multi-State Information Sharing 
and Analysis Center® (MS-ISAC®), the trusted resource 
for cyber threat prevention, protection, response, and 
recovery for U.S. State, Local, Tribal, and Territorial 
government entities, and the Elections Infrastructure 
Information Sharing and Analysis Center® (EI-ISAC®), 
which supports the rapidly changing cybersecurity needs 
of U.S. elections offices. To learn more, visit CISecurity.
org or follow us on Twitter: @CISecurity.
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